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The 
2004 Intelligence Reform and Terrorism Prevention Act addresses the current backlog of personnel security clearances (PSIs) and mandates that reduced and future timelines for the investigation and adjudication process be reduced to meet goals laid out.  
The Office of Management and Budget Director allocated responsibilities for ensuring the appropriate uniformity, centralization, efficiency, effectiveness, timeliness, and reciprocity of determining eligibility for access to classified national security information was assigned to the Office of Personnel Management (OPM).  OPM established a division to conduct Personnel Security Clearances – The Federal Investigative Service (FIS).  

It appears the current OPM methodologies and practices of conducting personnel security investigations (PSI) – background investigations conducted for the purpose of granting, denying or terminating an individual’s security clearance has caused a tremendous negative impact on the National and Homeland Security effort.  The OPM personal security investigations (PSI) operation is extremely costly to the tax payers and is an embarrassment to our decision and law makers and the Federal Government as a whole.  

OPM has reported some statistics that are staggering and appear to be inconsistent with other statistics by other government agencies and public industry.  

It is noted that much emphasis and concern that prompted this change is focused on numbers and schedules, which are important to meet the goals set within the 2004 Intelligence Reform and Terrorism Prevention Act.  However, numbers and timelines must never take priority over the National Security.  

The OPM methodologies utilized in the processing of personnel security investigations is detrimental to the Adjudication processes and has a major negative impact of National and Homeland Security.

ISSUES

-  OPM Is Operating Without Signed Policy Or Regulations. 
The OPM “Handbook for Investigators” has been in DRAFT for over eight years.  It is unsigned policy that OPM implements into the personnel security clearance process that contains technique, standards and processes that do not remotely resemble any other signed security directive and policy within the federal government.  This “unsigned” policy has horrifically reduced the efficiency, timeliness, and effectiveness’ of the background investigations.   

UPDATE:  The OPM Handbook has been “updated” July 2007 and published to the Users.  The format of the new Handbook is more user friendly however there are not many changes to the betterment of conducting Personnel Security Investigations.       
-  OPM Field Investigators Are Conducting Background Investigations Who Themselves Do Not Possess A Security Clearance.  
Hence, Field Investigators without security clearances are accessing restricted areas, interviewing covert operatives and members of elite special operations. An adjudicative authority does not grant the OPM Investigator a security clearance prior to OPM-FIS issuing them OPM credentials to conduct background investigations.  

UPDATE:  OPM is designating an OPM-FIS Investigator/Agent as having a completed SSBI (Single-scope Background Investigation) or SSBI-PR (Periodic Investigation) as being “adjudicated.”  However, OPM does not have adjudicative authority as described in government security regulations.  “Adjudication” in the security industry is to grant, cancel or terminate one’s security access or clearance.  OPM is designating an Investigator/Agent as being “adjudicated” by OPM to conduct OPM investigations.   

-  It Appears OPM Is A Revenue Generating Organization Vice A Government Agency Supporting The National Security Effort.  
OPM charges for personnel security investigations (PSI) generates the highest revenue within the Personnel Security Investigation industry.  OPM is currently charging Agencies approximately $3750 for an SSBI (Single Scope Background Investigation).  This is about 100% more than other service providers (vendors, contractors, and agencies).  The Defense Security Service (DSS) previously charged the military departments $1800 for an SSBI.  This does not include OPM additional investigations added to the original case – SPIN (Special Investigations).  A SPIN incurs an additional $1800.   Some cases may have up to four additional SPINS totaling $7200.  There are no investigative soaring costs conducted by any other agency.      

-  The PIPS And PIPS-R (Reporting Systems For Writing, Processing And Submitting Reports Of Investigation) Is Antiquated, Cumbersome, Ineffective, And Inefficient, Is Extremely Time Consuming And Does Not Serve The Investigative Process To Meet Goals And Objectives. 

A survey was taken from experienced investigators who have conducted background investigations for other Federal Agencies and the DSS (Defense Security Service).  The survey revealed that it takes an average of four times longer to submit an ROI on PIPS and PIPS-R than any other information technology system previously or currently used.  In addition, the “unsigned” policies that OPM-FIS is currently enforcing has proven the process of “case review” is taking up to 10 months longer than any other background investigation process.  The OPM-FIS reviewing system, returned report policies, reporting 
format, non-consistency, and overall methodology does not meet the standards set by current Executive Orders, directives and regulations.  OPM’s system has increased the present elevated cost and backlog of PSI’s.     

IMMEDIATE ACTION!

·   Background Investigators, Case Managers, Analysts and Reviewers within the Personnel Security Investigation industry MUST have a Top Secret eligibility clearance based on a current SSBI (Single-Scope Background Investigation) and at least three to five years investigative experience.  Training should be standardized in accordance with current security signed policies, directives and regulations.  

·   The OPM report system (PIPS/PIPS-R) must be updated.  It should be discontinued and replaced with a modern system immediately to assist in alleviating the current restrictions, reduce the backlog and costs to the American taxpayers. 

·   Conduct personnel security investigations under current Executive Orders, Agency(s) directives and regulations.  This would allow the PSI industry to conduct personnel security investigations separately from other pre-employment and public trust positions’ investigations;  It would alleviate the 40+ types of OPM investigations allowing the PSI industry to focus on SECURITY investigations and CLEARANCE adjudications; And finally this would alleviate SPINS (and the like) to diminish the current backlog and save an enormous amount of tax dollars.      

HISTORY

The Presidential Executive Order 13381 of June 27, 2005 - Strengthening Processes Relating to Determining Eligibility for Access to Classified National Security Information ordered the Director of the Office of Management and Budget, Sec. 2 (c): 

“may, after consultation with the Secretary of State, Secretary of Defense, the Attorney General, the Secretary of Energy, the Secretary of Homeland Security, the Director of National Intelligence (DNI), and the Director of the Office of Personnel Management, issue guidelines and instructions to the heads of agencies to ensure appropriate uniformity, centralization, efficiency, effectiveness, and timeliness in processes relating to determinations by agencies of eligibility for access to classified national security information;” 


On June 30, 2005, the Executive Office of the President, Office of Management and Budget, 7) dated June 30, 2005, Director allocated responsibilities for ensuring the appropriate uniformity, centralization, efficiency, effectiveness, timeliness, and reciprocity of determining eligibility for access to classified national security information was assigned to the Office of Personnel Management (OPM).  

OPM has undertaken the responsibilities for conducting Personnel Security Investigations (PSI) (background investigations conducted for personnel requiring a security clearance) multiple government Agencies, OPM awarded a government contract to conduct the background investigations to five Contractors (vendors) -  

· CACI, Inc.;

· Kroll Worldwide Services;

· OMNIPLEX International, Inc.,  (UPDATE: contract stop work in place)

· *  MSM (was not awarded the re-competed contract in 2006)
· SA-Tech, Inc. 

· and * USIS
United States Security Investigations, Inc. (USIS) continues their contract with OPM. 
UPDATE:  * Note that USIS was not required to compete for the current OPM contract (2004).  The initial OPM contract (2004) was awarded to CACI, Kroll, OMNIPLEX, ManTech/MSM, and SA-Tech with USIS already on contract with OPM.  The contract was re-competed for in 2006 where MSM was not awarded part of the new contract and USIS was maintained.     

Most of these Contractors have proven track records of their knowledge and experience that the investigations they have conducted meet and sometimes exceed the required government standards as mandated in such directives as:

- Executive Order 12829 - National Industrial Security Program

- Executive Order 12968 - Access To Classified Information

- Executive Order 10450 – Security Requirements for Government Employees 

- Director of the Central Intelligence Directive (DCID) 6/4 - Personnel Security Standards and -- - Procedures Governing Eligibility for Access to Sensitive Compartmented Information (SCI): 
· Annex A - Investigative Standards for Background Investigations for Access to Classified Information. 

· Annex B - Quality Control Guidelines for the Single Scope Background Investigation. 

· Annex C - Adjudication Guidelines for Determining Eligibility for Access to Classified Information. 

· Annex D - Appeals Procedures: Denial or Revocation of Access. 

· Annex E - Standards for SCI Security Awareness Programs in the US Intelligence Community. 

· Annex F - Reciprocity of SCI Eligibility Determinations (Annex F was created subsequent to the creation of the DCID. The DCI approved Annex F on 13 Oct 99.) 

� “Intelligence Reform and Terrorism Prevention Act of 2004” - � HYPERLINK "http://www.gpoaccess.gov/serialset/creports/intel_reform.html" ��http://www.gpoaccess.gov/serialset/creports/intel_reform.html�  


   


� Memorandum from the Executive Office of the President, Office of Management and Budget, Washington D. C. - MEMORANDUM FOR HEADS OF EXCEUCTIVE DEPARTMENTS AND AGENCIES (M-05-17) dated June 30, 2005 from Joshua B. Bolten, Director -  � HYPERLINK "http://www.whitehouse.gov/omb/memoranda/fy2005/m05-17.pdf" ��http://www.whitehouse.gov/omb/memoranda/fy2005/m05-17.pdf�  


  


� Presidential Executive Order 13381 of June 27, 2005 - Strengthening Processes Relating to Determining Eligibility for Access to Classified National Security Information - � HYPERLINK "http://www.fas.org/irp/offdocs/eo/eo-13381.htm" ��http://www.fas.org/irp/offdocs/eo/eo-13381.htm�   





� Memorandum from the Executive Office of the President, Office of Management and Budget, Washington D. C. - MEMORANDUM FOR HEADS OF EXCEUCTIVE DEPARTMENTS AND AGENCIES (M-05-17) dated June 30, 2005 from Joshua B. Bolten, Director -  � HYPERLINK "http://www.whitehouse.gov/omb/memoranda/fy2005/m05-17.pdf" ��http://www.whitehouse.gov/omb/memoranda/fy2005/m05-17.pdf�    
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